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Mouse

Programs and Features

RemoteApp and Desktop
Connections

Storage Spaces

BRSO D

Troubleshooting

g Work Folders

""%( BitLocker Drive Encryption
Té Default Programs

File Explorer Options
,4.97 Indexing Options

Léj Java (32-bit)

.l:l. Network and Sharing
e Center

B Realtek HD Audio Manager

v Security and Maintenance

@ Sync Center
E& User Accounts

0
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& Windows Defender Firewall — O X
«~ v 1 @ <« All Control Panel Items > Windows Defender Firewall v O r

Control Panel Home Help protect your PC with Windows Defender Firewall
Windows Defender Firewall can help prevent hackers or malicious software from gaining access to your PC

Allow an app or feature through the Internet or a network.
through Windows Defender

Firewall .
frewa l 9 Private networks 6 Not connected ()

G Change notification settings

) . -
@ Tum Windows Defendefo . 9 Guest or public networks Connected ()

Firewall on or off

& Restore defaults Networks in public places such as airports or coffee shops
Advanced settings
G 9 Windows Defender Firewall state: On
Troubleshoot my network . . . .
Incoming connections: Block all connections to apps that are not on the list
of allowed apps
Active public networks: = Network 4
Notification state: Notify me when Windows Defender Firewall blocks a
new app
See also
Security and Maintenance
Network and Sharing Center
@ Customize Settings - O X
€« v ‘ > Control Panel > All Control Panel ltems > Windows Defender Firewall > Customize Settings v O Search Control P... QO

Customize settings for each type of network
You cal the firewall settings for each type of network that you use.
Private n rk settings
o (® Turn on Windows Defender Firewall
[ Block all incoming connections, including those in the list of allowed apps

Notify me when Windows Defender Firewall blocks a new app
g (O Tumn off Windows Defender Firewall (not recommended)
Public network settings
v (® Turn on Windows Defender Firewall

[ Block all incoming connections, including those in the list of allowed apps
Notify me when Windows Defender Firewall blocks a new app

g (O Tumn off Windows Defender Firewall (not recommended)

| oK | | Cancel

Sgtug les Hlas dariin 12,2 IS
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Allowing Internet Access to Applications on your PC

Y1 Sl el gy osladatl] 35150 250 35 Jam lasdl lan Ol (e @ 01 e 15533 clazglly
Lo ptas of eladail] Lol Ugon 2ia¥l culel o ¥ (an Jee cilia bty 13 &

& Windows Defender Firewall

<« v 1 @ <« All Control Panel ltems
Control Panel Home HeIp Pt
Windows

Allow an app or feature
through Windows Defender
Firewall

through t

o

G Change notification settings

G Turn Windows Defender
Firewall on or off

Ok

& Restore defaults Network
Advanced settings )
G g Window|
Troubleshoot my network X
Incomint

e i S 158 g
@ daleg el YL Sl

)
J

Add an app

Select the app you want to add, or dlick Browse to find one that is not
listed, and then click OK.

1 E0 BN M OLadail Jgmgs Lol

dozosl o (H9uins ke ylus) Windows Defender Firewall 5200 4o <
Allow an app or feature through Windows Defender Firewall i
O | (G S9aisy tles Hlus jue 3 5ue 5l Gaubeit lecdl)

O oy M gt e Gl 3l clagdantly Ale gl <

e dazsl e ¥l Jlas¥l Lo Geabasd 7 Lewadl <
[ 3 NEEURWRT zlewd!) Allow another application

O .y bl rlecadl oy yanT Guadad (g1 30 <

o A Jgeoglls d LA =l e ¢
O . (Lx)) Add Lle daisl <
O

@ Allowed apps X

&« v P ﬂ <« Windows Defender Firewall > Allowed apps v O Search Control P... 0

Allow apps to communicate through Windows Defender Firewall

To add, change, or remove allowed apps and ports, click Change settings.

What are the risks of allowing an app to communicate? | & Change settings

Allowed apps and features: ]
Name Private | | Public | A
@{Microsoft.AAD.BrokerPlugin_1000.16299.15.0_neutral_neutral_cw5n1h2txye...
@{Microsoft.MicrosoftEdge_41.16299.15.0_neutral__8wekyb3d8bbwe?ms-res...
@{Microsoft.PPIProjection_10.0.16299.15_neutral_neutral_cw5n1h2txyewy?ms...
> @{Microsoft.PPIProjection_10.0.16299.15_neutral_neutral_cw5n1h2tyewy?ms...

@{Microsoft.Windows.CloudExperienceHost_10.0.16299.15_neutral_neutral_c...
@{Microsoft.Windows.CloudExperienceHost_10.0.16299.15_neutral_neutral_c...
@{Microsoft.Windows.CloudExperienceHost_10.0.16299.15_neutral_neutral_c...
@{Microsoft.Windows.Cortana_1.9.6.16299_neutral_neutral_cw5n1h2tayewy?...
{78E1CD88-49E3-476E-BI26-580E596AD309}

FHH!IH!!HDHH

FHHHDDDDHHD

Apps:
- - 3D Builder
#%) ganttproject 3D Viewer
Adobe Bridge CS6 x64 i Isd
| Remone |
L Allow another app... o
Path: | C:\Program Files (x86)\GantiProject—2.8\gant| I Browse...

What are the risks of unblocking an app?

(S

You can choose which network types to add this

A Jgmsll 5Ll 1 ey
AP

[oatotopm: | |

Add

|| Cancel |
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Modifying File and Folder Permissions on your PC
Creand B g 9aiag 5000 calaglall Zalai el ALYl il pa W1 sl clatontly Lol 1 Jgangll 2 oSl
Orasé A b ez ) e I | as g3%uas (Ll le 3asmgl) datiinll elallly sl alall ) Jsaosll g lig sl
Bt Acad! olale ‘:Lh.v aligal 3gaiy aetal pasLL cAlw bt @bt I Jaogdl s
ubﬁ)‘&m}‘MaMdj&ﬂ‘&ﬁSﬁJHhﬂ@Wu—A} .(New Technology File System — NTFS)
u»\_'”_ul‘(NTFS)amm‘w‘uw“a&au{_@é‘u&anuq‘.,\J.‘zl‘juLa.\l‘u_” ‘_,Lth,WMUFJ

USe) (o 2 38 @Sl o Les el alenlly Ll (gtna le e gasmlly reaiindtll 3385 @ilighl (s (e
Leguds (NTFS) douast | acaidf cilate altas culipsl 38T (e Lgaio ol Ll of Aias el ulomag esliala 3 Jgangll
:g-‘f Ls
LS A gzl ".\.,\_'Lq_u.:ﬂ ,ﬁ;:(d_nls @S=3) Full Control — Project Properties X
cligdW Jooas e 3yaat I3 2 Lay calell of (a2 MalS General Shaing Securty | Previous Versions  Customize
Y 3‘| alell TSI e Joummdlg cdisdly Ll Object name: ~ C:\Users\Desktop\Project

Gmup Oor user names:
. E .
el et gl enlalll Jyawt crsasinell mew 1 (Joaas) Modify — 82 SYSTEM
s 2 5-1-521-2649262342-3145259210-1676445930-1002

Bagan due b alalmag cilale o Lasl GUs 2 Lay
o aeg el ya W.uauiuc_ug :(uasg3¢1,3) Read Execute
VRV PRI PA{ PRLAPIY

To change pemissions, click Edit.

Pemissions for Administrators Allow Deny
. L. 2 - - . ——» Full control ’ R
Oresiicnell merw (bl iligizma 3 5 ) List Folder Contents L vodr,

® Read & execute
® List folder contents

Al ls 39 gl culalll 3ol 3y pracny ¥ ST g ¢ alonll liglioma (2 ya
s s [ v
lalmtly LAl i yas Greaiionl] o 1 (351,3) Read sl pemteders orshenced g,
5 ol almag culile s Lask el mecs (2 15) Write
aloms 1 Syl L3I Joed BuiS B Ly ¥l g ok [ Concel | [I0FGRY
e degenl o A

I € € € € £

e puiniid Cilland s SHLAWH S 931 et

©. (_=5Las) Properties ,le daiusl @3 ccagliall aloell of Calll e cpas¥1 55001 5 5 daisl <
© . (0LY1) Security s dadle Lle darisl <

© .oy %.\waeﬁﬁlwwﬁubﬁm&; <

O icgama ol ansind wlipdl oot (juye3) Edit 33 Gle dadasl <

O s degera sl punnd 2alnY (2ls)) Add 33 Gle daisl <

0. Wlu&b‘mjmj\ ot bl s Yl A ey S 13 <

@ .05 01 il Bms (e 35l (5Lewd1 pa 33301 ) Check Names 35 ol dass! <

O . (59/52) OK Lle dazsl <
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Project Properti|

GTOUD orusernames:

General Sharing Securty  Previous Versions Customize

Object name:  C:\Users\Desktop\Project ¢—— —— |

SR SYSTEM
3 S-1-5-21-2649262342-3145259210-1676445530-1002
Administrators (BL-ACAD-EN-PC12\Administrators)

To change pemissions, click Edit. Edit...

Pemissions for Administrators (

~

Full control

Modify

Read & execute
List folder contents
Read

Write

EYCHIPRJONT R
S ey C 5909
Cye slignl Lle alma ol cale
12 yaieasg ¢ b aloeall

click Advanced.

For special pemmissions or ady )J‘? o> 4:7")'@'” L,L‘“"'““"'“

Open
Pin to Quick access

Browse in Adobe Bridge CS6

Ea Scan with Windows Defender...

Give access to
Restore previous versions
Include in library

Pin to Start

Send to

Cut

Copy
Paste

Create shortcut
Delete

Rename

L Al ol 3V e y

ok ][ Concel | [ ienty ]
Select Users or Groups X ‘
Select this object type:
|Useis. Groups, or Builtin security principals | | Object Types... |

From this location:

|BL—ACAD-EN-PC12

| g

Enterthe object names to select Zgmamples):
BL-ACAD-EN-PC12\User1 o

Check Names

o[ e |

Security

GTOUD orusernames:

Permissions for Project

Object name:  C:\Users\binar\Desk]

a13) LSy h

das) gl e:xx“ijt

Properties o

Laie &Uj};ﬁ“ oy L}ig:y
gurS (CLA.uJ‘) Allow sgae (5550
af.j)j.a «;vl_'vjlién ui c.iogla.&_v

GTOUD orusernames:

a S-1-5-21-2649262341-3145259210-1676445930-1002

82 Administrators (BL-AQGAD-EN-PC12\Administrators)

Pemissions for SYSTEM Allow Deny
Full control v/ o -
Modify V] O
Read & execute N V| O
List folder contents V| O
Read V| O v
ok ][ Cancel | [TTA00l

gl 13] STy gall

S8 SYSTEM

2 5-1-5-21-2649262342-31452592) . L:,_, Liw 334 gl

82 Administrators (BL-ACAD-EN-PC R R
User1 (BL-ACAD-EN-PC12\User (DN R | DR S:T P )

obiall e gl )

| Add... || RemoveOJl—J

Pemissions for User1 Allow Deny
Full control O o »
Modfy a a
Read & execute O
List folder contents O
Read O v
[ ok ][ Cancel || ooty |

[;fu.n ‘a:u'v_hui aladeetlg elalt! auﬁs‘l Joas

OSaiS yY Lot gl Caltl sle St (9SS
9l call) ASle COIS 13 Gl g Jorkad (ype
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Network Structures and Web Technologies in Cybersecurity
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Fundamental Networking Concepts w1 OISl MLM

:(Network Topologies) M‘u\.’afa:uo

Aaly Al g e it S gl relSalt Lt JSLeg! Jo g S Al 2550 M abaill of goltl (o yill o
Onmglly Sudully

:(Network Devices) as.id s g

(Routers ) clga stly (SWitches ) et gt : i culS e aull Sl s JLai¥ Jgud all dpaala¥1 356231 ‘;.ujsigg
.(Access Points) Jgw gt dolasy (Firewalls) dalestt ol yas g

:(Transmission Media) JauJ dailug

Aol AN LIS Jadg ASall 25 5a Y1 o bl 5 LI (e @i G301 280U ol 205l Sl o
G813 : Jie LSO el izl y (3 Gguntl AL ol &y ygomll cu MLISIH gl A g3 30 dLISI 2 J5e (Ethernet)
.(Cellular Networks) a gtz clscatt ¢l (Bluetooth) eigs gt of (Wi-Fi)

:(Network Protocols) as.cad i &Y ¢S g5 o
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Fundamental Networking Components dcwbwYf LSl au}sﬁ

:(Switches) oy gt

Jengig (Local Area Network — LAN) i asiea Ja s ULl 3S o din g3 (e 3 ghcall 3SCA1 3 g oo
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Fundamental Networking Protocols 4w bw® | CISLEt | O oS 95 g 5

:(Internet Protocol = IP) ca ,2a ¥ 39S 459 0

5333l cilgn sl M Lelyims (poiny Lo lSall e Logun 359 liliadl 3o i (ye Jhous

:(Internet Protocol Security - IPSec) O ca n Y st,sjj_'

IS iy Bslias I e (IP) 501 J 98 939 50 VLl el Lo o ¥sSgig 3 degama I pude
(Internet Protocol Suite) ca ;5o ¥ SY 98 45 p e jon oIl 3 aN 380 2 Jaayg (biladl 38052 1P 3aj>
L(IP) 2,500 J g8 539 3 pue Gudaill bl 38 5o ol ulen 2 el Las

:(Transmission Control Protocol - TCP) Jaidls aS>id! J ¢S g3 9 »
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(Secure Sockets Layer / Transport Layer Security - SSL/TLS)
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:(User Datagram Protocol - UDP) ?M‘ub\.u pr> J9Sgig
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(TCP) Jaily wSoid) J8 539 59

:( Hypertext Transfer Protocol - HTTP) uadid yaidl Jas J9Sgig

Alaulgs Jlad alaziuly aslig (Cagll piaate JLE Juw e ) Juee o sl e il gl a1 Ao
1533 330wl | daSliugll yslic gunlly Gogunill J5L3 s Loa (TCP) JAUIL @St J9S 93 53
:(Hypertext Transfer Protocol Secure - HTTPS) (ya¥1 adill yaid! J&5 J oS 939 p

Wi JsS gy /AU Al (el J5S 959 p i (HTTP) uadild) (aid) Y J 58559 (e pddie 5l ol
2 LU del aieial g 8 y-alis (TCP) Jadly @Sid! J9S g9, alaieiwl (ye Yo (TLS / SSL) aie¥ saLia
cediyl aleas agle
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:(Secure File Transfer Protocol - SFTP) ye¥f olattl a3 J4S 959y
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:(Simple Network Management Protocol -SNMP) dacu ! 25t 3 a0 J 48 93 9 0
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Intrusion Detection Systems (IDSs) ‘,u.ma aliS Aekad
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Virtual Private Networks (VPNs) dwolaf dus  @% ) OISl
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Protecting your Devices on a Public Wi-Fi Network
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Network Monitoring and Packet Sniffing

(s e Lty o il sl oy 05 S ual) sl 38 o 381 1 it Bpac ol sl
.(Packet Analyzers) ouw!pkomf\a.:u@abf\&h‘tyal;lﬁy PRVNVER N TTCER
Lot aliled) o 3o Jald el gl 38T asl (Wireshark) ala yutg mels s Sl

38 5o ol pamd i suall potidelily ﬁ)}‘_j_\_{;}a (Wireshark) &l oy
g3 5all & sl cilaglas Sgiaus iy Jlas) gujméwoﬁ\;_xinalﬂms.mulcg\jl_hd\
osally Jlus¥l edy e dps jall @ jomlly Glai cibaglan e (Jgmad) A AN Jghual iy LS
¥l IS e @Bl s e (955 O Sl 1 e pmdl s By« J5S 539 540l 559 Agmslly

Ll 5e,:2.8 S

32 (QR) eyl A s 1y g el ol Jo 58 LSS Lgumuie 3
hLa puly malip https://www.wireshark.org/download.html

Monitoring a Network with Wireshark &yl 1 g alddiuly ATl A3 e

.(Wireshark) «tla ylg 3| ‘_ﬁ_{; dgaly e oY Co et

P EILE by Tl ASLEY A8l

(1 ENY wladl) Available Networks ae3ls (o el elhla july sudas mial <

O . (LLzuyl) Capture jaf Lle dasasl <

(3 JAPRIJORT G aal Lle dasisl  (dolad¥l culgals) Capture Interfaces 326l oo <
O .(-) Start 35 Lle dazcsl <

O a2 bl ase 395 3l <

O .3l 131, o LgY (L) Stop ) Gle daisl <

M The Wireshark Network Analyzer a = [m] X

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

am g ® BREBRe>=P IEIEQRQAQE
[I ]App!y a display filter ... <Ctrl-/> = '] o
Welcome to Wireshark
Capture
...using this filter: [H [Enter a capture filter ... ~] ‘All interfaces shown v

Local Area Connection* 8
Local Area Connection* 7

Ethernet AP ook MlA
Local Area Connection* 6

Adapter for loopback traffic capture . AN

- Sl el

User's Guide * Wiki * Questions and Answers * Mailing Lists
You are running Wireshark 3.2.1 (v3.2.1-0-gbf38a67724d0).

7 Ready toload or capture H No Packets H Profile: Default ..
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‘ The Wireshark Network Analyzer

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
dugoinmBlcRe>=FsEEHaaan

[ ] |Apply a display filter ... <Ctrl-/>

M Wireshark - Capture Interfaces X
Input Output Options
Interface Traffic Link-layer Header Promi: Snaplen (B)  Buffer (MB)  Monitor Mode  Capture Filter
Local Area Connection* 8 Ethernet default 2 —
Local Area C ion* JES— Ethernet default 2 — not port 3389
> At Ethernet M default 2 = not port 3389
Local Area Connection* 6 Ethernet ™ default 2 - not port 3389
Adapter for loopback traffic capture ________A__ BSD loopback default 2 s not port 3389
Jalismal! o 931 eSS wie
«(Promiscuous Mode)
P e S dgaly o a0
ol Lglazls Ll 3|
L 4
[ Enable promiscuous mode on all interfaces
Capture filter for selected interfaces: [. Imtport 3389 b
| Start | Close Help
Learn
User's Guide * Wiki - Questions and Answers - Mailing Lists
You are running Wireshark 3.2.1 (v3.2.1-0-gbf38a67724d0).
© 7 nNointerfaces selected || No Packets || Profile: Default
Y/ uring from Ethernet (not port 3389) — [m} X
FiNQ@ it View Go Capture Analyze Statistics Telephony Wireless Tools Help
amgoe BRE Res=FsEEaaan
i |Apply a display filter ... <Ctrl-/> = '] +
No. Time Source Destination Protocol  Length Info A
97 7.404476 199.0.0.56 199.0.8.255 NBNS 92 Name query NB WPAD<@@>
98 7.451849 199.0.0.56 199.0.0.255 NBNS 92 Name query NB WPAD<@®>
99 7.452177 199.0.0.56 224.0.0.251 MDNS 70 Standard query @x@@0@ A wpad.local, "QM" question
100 7.452333 fe8@::6d45:6973:658.. ffe2::fb MDNS 90 Standard query @x@@0@ A wpad.local, "QM" question
101 7.452815 fe80::6d45:6973:658.. ff@2::1:3 LLMNR 84 Standard query @x9be8 A wpad
102 7.452946 199.0.0.56 224.0.0.252 LLMNR 64 Standard query @x9be8 A wpad
103 7.630237 199.0.0.37 199.0.0.255 DB-LSP... 188 Dropbox LAN sync Discovery Protocol <

> Frame 1: 84 bytes on wire (672 bits), 84 bytes captured (672 bits) on interface \Device\NPF_{28219D41-4EDB-41EC-9A3B-A27D9@E3A2FA}, id @
> Ethernet II, Src: Dell 98:d5:40 (b8:ca:3a:98:d5:4@), Dst: IPvbmcast_01:00:03 (33:33:00:01:00:03)
> Internet Protocol Version 6, Src: fe80::6d45:6973:6586:2a21, Dst: ff@2::1:3

> User Datagram Protocol, Src Port: 50097, Dst Port: 5355

> Link-local Multicast Name Resolution (query)

2000 33 33 00 01 @0 @3 b8 ca 3a 98 d5 4@ 86 dd 6@ @a 33

0012 33 34 00 1e 11 @1 fe 3@ ©0 @0 @0 @0 @0 @0 6d 45 34

2020 69 73 65 86 2a 21 ff @2 @0 @2 @2 @2 @0 @0 @0 00 ise-*!

0030 00 @@ @0 @1 @0 03 c3 bl 14 eb 9@ le b3 94 36 bd

0040 @0 00 20 @1 @0 @0 20 20 ©° ©e e4 77 70 61 64 @0

2050 ee el eo el

Q " Ethernet: <live capture in progress>

|| Packets: 103 - Displayed: 103 (100.0%)

| | Profile: Default

el uly ozl asall 330 ,012.9 U<




Analyzing the Wireshark Output &3 L& i 9 &lq.}‘:..: oo

Rl o gl B 2 Aaens A e bl o 395 Jgo ULl (ye 5301 iyl oy 3 ill Sloms (o ms
4>ty . (Packet Details Pane) et Juwlas a9ty (Packet List Pane) aejstl deild asgl i as
-(Packet Byte Pane) e o1 Gy

The Packet List Pane 4 jo)f deild d ot

LW )y S ilsL ooling cLelluus! ol e sl il e Il iyl ;,MH :(Time) <3 o1

alls alHP Glgie I yaall sgee o :(Source) juall

g gll IP Olgie 1) dgasll 35ee oo :(Destination) g 51

el Sl J5S535 5 M JsS 535 00l 350e rudiy :(Protocol) JS g5 wl!

eyl Jslo Al Jglall 3gae suidey :(Length) Jskal!

:LA)_:’J‘ Je> a:dLm! QLA}.L«.A ual'zl‘ J}u_” Oy :(Info) SOlo glall

Time Source Destination Protocol Length Info
(c3sl1) () (2eas1) (JsS55341) (s || (elasteat)
M Ethemet - O X
File Edit Viewy Go Capture Analyze Statistics [lelephony Wireless Tpols Hglp
Am 0| BRB Re>=F IS [Eaa_E
[ ] |Apply a display ffiter ... <Ctrl{/> (= ] v] &
Tlmeo—) Source Destination Protocol  Length Info A

19 ©.454862 199.0.0.154 199.0.0.46 ubP 973 3389 » 56890 Len=931

20 ©8.595584 199.0.0.42 239.255.255.250 SSDP 216 M-SEARCH * HTTP/1.1

21 0.607092 199.0.0.46 199.0.0.154 ubP 60 56890 » 3389 Len=11

23 0.720223

25 ©.738110

199.0.0.154

199.0.0.154

199.0.0.46

40.69.222.109

UDP

TCP

1219 3389 » 56890 Len=1177

54 57103 » 443 [ACK] Seq=2 Ack=2 Win=1026 Len=0

26 0.744110 199.0.0.46 199.0.0.154 TLSv1.2 97 Application Data —
27 0.751879 199.0.0.46 199.0.0.154 TLSV1.2 97 Application Data .

28 0.751950 199.0.0.154 199.0.0.46 TCP 54 3389 - 59329 [ACK] Seq| Packet List Pane

29 8.768463 199.0.0.46 199.0.0.154 TLSv1.2 104 Application Data . e |
30 0.773324 199.0.0.154 199.0.0.46 upP 1282 3389 > 56890 Len=1240 (“-‘)—*—' [ERERENT) =
31 0.773367 199.0.0.154 199.0.0.46 UDP 1279 3389 » 56890 Len=1237 v

>

> Frame 24: 60 bytes on wire (480 bits), 6@ bytes captured (480 bits) on interface \Device\NPF_{28219D41-4EDB-41EC-9A3B-A27D9QE3A2FA}, id @
> Ethernet II, Src: VMware_55:67:07 (@0:0c:29:55:67:07), Dst: Dell 9c:eS5:c3 (f8:bl:56:9c:e5:c3)

> Internet Protocol Version 4, Src: 40.69.222.109, Dst: 199.0.0.154

> Transmi Control P 1, Src P 443, Dst P 5 e

Packet Details Pane

(e Juuolis 2ng1)

2030

@3 fe d7 15 @@ @@ ee ee

20 o eo ee

0002 8 bl 56 9c €5 c3 @0 @c 29 55 6f 07 @8 @0 [§ @0 - V- - - - Yo- - B
2010 @@ 28 3a 3d 40 00 65 06 Od 46 28 45 de 6d c7 00 - (:=@-e- ‘F(E'm--
2020 0@ 9a @1 bb df of fa 64 c6 7e 6a 18 fa ab 50 11 -+ ---- d ~jooope

Packet Byte Pane

(el il 3o gl)

J

© 7 wireshark_Ethernet_20200124090408_a10928.pcapng

|| Packets: 7197 - Displayed: 7197 (100.0%) - Dropped: 0 (0.0%) || Profile: Default .

AL 23l e cls 52 12,10 IS

72



The Packet Details Pane 4o jaf! Juolad 4 ot

> Frame 24: 6@ bytes on wire (480 bits), 60 bytes captured (480 bits) on interface \Device\NPF_{28219D41-4EDB-41EC-9A3B-A27D9QE3A2FA}, id @
> Ethernet II, Src: VMware_55:6:07 (00:0c:29:55:6f:07), Dst: Dell 9c:e5:c3 (f8:b1:56:9c:e5:c3)
Vv Internet Protocol Version 4, Src: 40.69.222.109, Dst: 199.0.0.154
0100 .... = Version: 4
. @101 = Header Length: 2@ bytes (5)
> Differentiated Services Field: @x@@ (DSCP: CS@, ECN: Not-ECT)
Total Length: 40
Identification: @x3a3d (14909)
> Flags: @x4@0@, Don't fragment
...0 @200 @G0 000@ = Fragment offset: @
Time to live: 101
Protocol: TCP (6)
Header checksum: ©x@d46 [validation disabled]
[Header checksum status: Unverified]
Source: 40.69.222.109
Destination: 199.0.0.154

dajodl Jpolanangt 12,11 U

(QuL&. S Wiiadl SLal (o pa3 )

RVSUSII NG W

J

AL B il B LA > Frame 24: 60 bytes on w%-'
Lot 5 0 B0 laglen > Ethernet II, Src: VWMware_
g _ J Vv Internet Protocol Versior

AL A el A5LA ol
B 2

The Packet Byte Pane de ot SLiLe A of
.(Hexadecimal) (g pat! ol eaidly 530zl 4o jdl wlily (Packet Byte) e joud 1 lila don o) (3gaias (10 ya5

2008 18 bl 56 9c e5 c3 JINIIMEY 55 6f 07 08 00 45 0@ - -V- - |[EdUo- - E-
2010 @@ 28 3a 3d 40 @0 65 @6 Od 46 28 45 de 6d c7 @@ - (:=@-e- -F(E'm--
2020 @0 9a @1 bb df ef fa 64 c6 7e 6a 18 fa ab 50 11  ------- d -~j---P-
2030 @3 fe d7 15 @0 @0 @0 G0 00 00 @0 @0 cceceees seen

O 7 wireshark_Ethernet_20200124090408_a10928.pcapng || Packets: 7197 - Displayed: 7197 (100.0%) - Dropped: 0 (0.0%) || Profile: Defauit .

dojodl olily 3agt 12,12 s

FPNER L’a.‘a,,:siiaa,é,; Y (6 plial | I biad | BraaiZ Ly o3I | DLy 2 o8 (Wireshark) <l lg (o pa

ALE,Y1 e gemme (o (Al Sl (po cols JS (e alaid! 1ie B @l oo (A le A3 5210 Skt 3ol a0
gf&ﬂ|gm‘m‘&wﬂ|?‘ﬁw‘&iﬁ.?}#|QQ§NM}Q&#EJ~@'&A T@)Jaﬁjélu‘(A-FJO'g) g =ty

BB Al W) Olail g Aatad ¥ e AT gguun Lgludond g OLLod | A9 5liay oy Las (ISt jucslas g Co¥ 9S 99 i 2




Analyzing a Wireshark Scan &3 yLi a1 g amd Judow

05 L Lagl ol € pamd cililae (e 3! bl (3505 Julmd wyLa ply alaisil (S
5B LSy A A e ogu e oL Lo ygtiall dogacma pammd Cale auieludicn G Lglain
A gl 00 ye call) L

https://bl-xtrransfer.s3.amazonaws.com/KSA/G12/CYB/U2/L2/Scan_results.pcapng

eshark Network Analyzer

EI4Ld watgale =l

File View Go Capture Analyze Statisti i

Open Ctrl+0 E 4 . . . . . .

Bree == o.(c:.s) Open ;L Lle dososl  (cals) File Cugs 2adle oy <

Merge:: cale yial . (blat¥l cals xi2) Open Capture File 3100 ¢ye <

Import from Hex Dump... -

i o (2] -(ZLd s=a=2) Scan_results.pcapng

Save Ctrl+S | | e o (c’d) Open ‘_,.LC daasl <

Save As... Ctrl+Shift+S 2P P

e . | om M‘Qb\.ﬁ.ﬂ‘ 45):~ dal< C‘PE" ua.‘z-_a.”;a.\.n‘a}azw <

Export Specified Packets...

Export Packet Dissections > T M Wireshark - Open Capture File X
2 tra|
Export Packet Bytes... Ctrl+Shift«X [ o s [T — 1 @2 o
Export PDUs to File... * T _— 0
Export TLS Session Keys...
Quick access
Export Objects 4
Print... Ctrl+P Desktop
Quit Ctrl+Q =
i Fie name: [scan_resuts v [open |
Libraries
Files of type: ‘Al]Fﬂes V‘ ‘ Cancel
= =
This PC
Read fiter: Format: Wireshark/... - pcapng
@r ically detect fie type o] s 9046 KiB, 14387 data records
Network Start / elapsed: 2020-03-03 14:22:21 / 00:00:33
M Scan_results.pcapng = m] X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Adm 3 ® ERERe=>2=F IEIEQaQaQH
L] IApp\y a display filter ... <Ctrl-/> [= ] '] +
No. Time Source Destination Protocol  Length Info :"
I 1 ©.000000 199.0.0.46 199.0.0.154 TLSv1.2 97 Application Data | [
2 0.000074 199.0.0.154 199.0.0.46 gz 54 3389 » 51549 [ACK] Seq=1 Ack=44 Win=63846 Len=0 |
3 0.005153 199.0.0.154 199.0.0.46 TLSv1.2 196 Application Data ‘
4 0.016036 199.0.0.46 199.0.0.154 TLSv1.2 104 Application Data |
5 ©.032026 199.0.0.46 199.0.0.154 TLSv1.2 104 Application Data |
6 0.032106 199.0.0.154 199.0.0.46 TCP 54 3389 » 51549 [ACK] Seq=143 Ack=144 Win=63746 Len=0 |
7 ©.048186 199.0.0.46 199.0.0.154 TLSv1.2 104 Application Data
8 0.064014 199.0.0.46 199.0.0.154 TLSv1.2 104 Application Data i
9 0.064083 199.0.0.154 199.0.0.46 TCP 54 3389 » 51549 [ACK] Seq=143 Ack=244 Win=63646 Len=0 |
10 ©.080097 199.0.0.46 199.0.0.154 TLSv1.2 lo4 Ap_plication Data
< >

> Frame 1: 97 bytes on wire (776 bits), 97 bytes captured (776 bits) on interface \Device\NPF_{28219D41-4EDB-41EC-9A3B-A27D9@E3A2FA}, id @
> Ethernet II, Src: Dell _89:6a:2f (8c:ec:4b:89:6a:2f), Dst: Dell 9c:e5:c3 (f8:b1:56:9c:e5:c3)
> Internet Protocol Version 4, Src: 199.0.0.46, Dst: 199.0.0.154
> Transmission Control Protocol, Src Port: 51549, Dst Port: 3389, Seq: 1, Ack: 1, Len: 43
> Transport Layer Security

8 bl 56 9c e5 c3 8c ec 4b 89 6a 2f 08 00 45 00 Yo oo K=3j4~=E

@@ 53 17 fc 40 0@ 80 @6 53 e@ c7 @2 00 2e c7 @0 S @ Be»ae

@@ 9a c9 5d @d 3d bf fa 49 c7 34 81 @3 74 50 18 «e]-= 13 2 <32

20 14 20 65 @0 @0 17 @3 ©3 00 26 00 ©° e° e0 ee % s o el

@0 37 22 34 5f 8b 48 6f d9 54 fd 43 c6 e2 53 a6 «7"4 _-Ho -T+C--S-

Se a8 45 @0 ce 97 ff 3c 4d 8e 21 d6 d8 6b 98 34 ~-E----< M-!--k-'4

7b {

old puly cale z3:2.13 IS
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.4.»)5)1‘ ‘aé‘}aﬂj( M.aa_”) u'\.A.,\_’Lu.u.l‘ oj.g:..\ u\_u_')L.ub.A

M 5can_results.pcapng — m} X
File Edit View Go ap Analyze Statistics Telephony Wireless Tools Help
AE 7@ | DREBRe>=F S 5Eaaanm
(W [apply a display filter ... <Ctrl-/> [=» RJE
Time Source Destination Protocol  Length Info
1 ©.e00000 199.0.0.46 199.0.0.154 TLSv1.2 97 Application Data
2 0.000074 199.0.0.154 199.0.0.46 TCP 54 3389 » 51549 [ACK] Seq=1 Ack=44 Win=63846 Len=0
3 0.005153 199.0.0.154 199.0.0.46 TLSv1.2 196 Application Data
4 0.016036 199.0.0.46 199.0.0.154 TLSv1.2 104 Application Data
5 0.032026 199.0.0.46 199.0.0.154 TLSv1.2 104 Application Data
6 ©.832106 199.0.0.154 199.0.0.46 (CE 54 3389 » 51549 [ACK] Seq=143 Ack=144 Win=63746 Len=0
7 0 0ARIRA 100 0 0 4A 100 0 0 154 TISU1 2 104 Annlicatinn Nata
<
> Frame 2: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface \Device\NPF_{28219D41-4EDB-41EC-9A3B-A27D9@E3A2FA}, id @
> Ethernet II, Src: Dell 9c:e5:c3 (f8:b1:56:9c:eS5:c3), Dst: Dell 89:6a:2f (8c:ec:4b:89:6a:2f)
> Internet Protocol Version 4, Src: 199.0.0.154, Dst: 199.0.0.46
v

Transmission Control Protocol, Src Port: 3389, Dst Port: 51549, Seq: 1, Ack: 44, Len: @
Source Port: 3389

Destination Port: 51549

[Stream index: @]

[TCP Segment Len: @]

Sequence number: 1 (relative sequence number)
Sequence number (raw): 338870260

[Next sequence number: 1 (relative sequence number)]
Acknowledgment number: 44 (relative ack number)
Acknowledgment number (raw): 3220851186

@101 .... = Header Length: 20 bytes (5)

Flags: @x@1@ (ACK)

Window size value: 63846

[Calculated window size: 63846]

[Window size scaling factor: -1 (unknown)]

Checksum: @x8ee3 [unverified]

[Checksum Status: Unverified]

Urgent pointer: @

> [SEQ/ACK analysis]

> [Timestamps]

v

2000 8 ec 4b 89 6a 2f 8 bl 56 9C €5 C3 @3 00 45 00 - K-j/-- V----- £

2010 @@ 28 04 dc 40 00 80 @6 00 00 C7 00 00 9a C7 @8 (- @ ‘-

2020 @@ 2e @d 3d c9 5d 34 81 @3 74 bf fa 49 f2 58 18 -.-=-]4- -t--I-P-

2030 9 66 8e e3 00 00 e

O 7 Sscan_results.pcapng || Packets: 14387 - Displayed: 14387 (100.0%) || profile: Default .

Bl Jaeo s 250 Aol als a1l 12,14 1S

0¥ J oS 939 0 191 9.199.0.0.154 (SOUFCG|P))wmfu3|d35y3fu‘5muﬁs_n 2@3)4.4#\;9_
(TCP) J.&bp&a.d‘Jijjf‘a\mb MFMULPJ_H)JJJQQ 0.0.46 (Destination IP) 4.4,:.,13
(L,.E.t'nl‘ ..La.m) 4.4:-.3_” JiieS 51549 .La.d.‘j (d.u).U J.a.m) ‘;.&.441‘ 2aieS 3389 aadll ).mJ.u)lL' UAL""-”

No. Time Source Destination Protocol Length Info
1 0.000000 199.0.0.46  199.0.0.154 TLSv1.2 97 Application Data
2 0.000074 [199.0.0.154|[199.0.0.46| [TcP |  54[3389]-[51549|[ACK] Seq=1 Ack=44 Win=63846 Len=0

3 ©.005153 199.0(0.154 199.0.0.46 TLHvl.2 196 Applicatidn Data
4 ©0.016036 199.0(0.46  199.0.0.154 TL$v1.2 104 Applicatiqn Data
5 ©0.832026 199.0(0.46 199.0.0.154 TL$v1.2 104 Application Data )

(.,.\A;ﬂ |P0t54¢)

o) (s




(Source IP) aell AW J 98 g9 m Oleie O Alas e cLiSss 10214 @2 dajll Sl gl 2
u\_n}\.u @43.9 199.0.0.154 4  (Destination IP) dgrsll o geryq] J,S,;j,.' Olgicy172.217.23.99
it Lan 180 50 2aill 03 (TCP) Jaly psoct J5S 53955 50 e»‘m—ul‘ JLas¥ JsS 5395 of Ll dajll

Olsiny Gy dmio 595 e-*’—‘—wl‘ OF oaa 138y (HTTP) adldt (paldt S5 J9S 939, aluziul
Jﬁj&wu\.’\.&.’@ﬁu.a-bu.ww (Google) 4843 oy &l yoma dmain (40 172.217.23. 99;,.’#’\‘}35345)..

‘ Scan_results.pcapng - a X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

dugeinmRBRe>=FsEEaaan

[I lAppIy a display filter ... <Ctrl-/> =K

No. Time Source Destination Protocol  Length Info A

! 10211 23.253043 199.0.0.154 172.217.16.161 TCP 54 51773 » 443 [ACK] Seq=775 Ack=7213 Win=262144 Len=0

i 10212 23.253149 199.0.0.154 172.217.16.161 TLSvl.2 1@ Application Data

| 10213 23.257407 199.0.0.154 TLSvl.2 147 Client Key Exchange, Change Cipher Spec, Encrypted Handshake
10214 23.269741 HZ O3 R00) 66 8@ > 51790 [SYN, ACK] Seq=0 Ack=1 Win=68720 Len=8 MSS=138@ S
10215 23.269831 199.0.0.154 172.217.23.99 TCP 54 51790 > 80 [ACK] Seq=1 Ack=1 Win=262144 Len=0 |
10216 23.269944 199.0.0.154 172.217.23.99 HTTP 291 GET /gtslol/MFIWUDBOMEwWWSJjAJIBgUrDgMCGEUABBRCRDCIxnb3nDwj%2

I 18217 22 9RIVAS 100 0 6 154 100 0 0 4 TISu1 2 8192 Annlicatinn Nata LI

< >

> Frame 10214: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface \Device\NPF_{28219D41-4EDB-41EC-9A3B-A27D9QE3A2FA}, id @

> Ethernet II, Src: VMware_55:6:87 (00:0c:29:55:6f:07), Dst: Dell 9c:eS5:c3 (f8:b1:56:9c:e5:c3)

> Internet Protocol Version 4, Src: 172.217.23.99, Dst: 199.0.0.154

vIT c 1 Pr 1. Src Port D p 5 Se 2

Source Port: 8@

Destination Port: 51790

[Stream index: 140]

[TCP Segment Len: @]

Sequence number: @ (relative sequence number)
Sequence number (raw): 2986453004

[Next sequence number: 1 (relative sequence number)]
Acknowledgment number: 1 (relative ack number)
Acknowledgment number (raw): 1875259194

1060 Header Length 32 bytes (8)

Window size value 60720

[Calculated window size: 60720]

Checksum: @x1f13 [unverified]

[Checksum Status: Unverified]

Urgent pointer: @

Options: (12 bytes), Maximum segment size, No-Operation (NOP), No-Operation (NOP), SACK permitted, No-Operation (NOP), Window scale
[SEQ/ACK analysis]

v v

> [Timestamps]
o000 f8 bl 56 9c e5 c3 @@ @c 29 55 6f 07 @3 @0 45 80 - V.- - - - JUo- - -E- A
0010 @0 34 9b 99 @2 00 75 @6 1le 54 ac d9 17 63 c7 @@ |
2020 ©@ 9a 00 50 ca 4e b2 @1 bb 94 6f c6 2f 3a 80 12 ++*P:N-+ --0-/:--
0030 ed 3@ 1f 13 @2 00 @2 @4 @5 64 @1 @1 04 02 o1 @3 *@sesvee o [ EERRRE

v

O 2 Scan_results.pcapng || Packets: 14387 - Displayed: 14387 (100.0%) H Profile: Default .
'No. Time Source Destination Protocol Length Info

10211 23.253043 199.0.0.154 172.217.16.161 TCP 54 51773 » 443 [ACK] Seq=775 Ack=7213 Wi

i

1
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22 ©.170888 199.90.0.154 199.0.0.46 TCP 54 3389 > 51549 [ACK] Seq=2634 Ack=671 Win=63219 Len=0

23 ©.175966 199.0.0.46 199.0.0.154 TLSv1.Z 97 Application Data

24 0.192083 199.0.0.46 199.0.0.154 TLSvl.Z 104 Application Data

25 ©.192155 199.0.0.154 199.0.0.46 TCP 54 3389 » 51549 [ACK] Seq=2634 Ack=764 Win=63126 Len=0

26 ©.199961 199.0.0.46 199.0.0.154 TLSv1.Z 97 Application Data  S—

27 ©.216014 199.0.0.46 199.90.0.154 TLSv1.2 104 Application Data

28 ©.216086 199.0.0.154 199.0.0.46 TCP 54 3389 =» 51549 [ACK] Seq=2634 Ack=857 Win: Len=0

29 ©.231972 199.0.0.46 199.0.0.154 TLSv1.Z 104 Application Data
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32 0.248100 199.90.0.154 199.0.0.46 TCP 54 3389 » 51549 [ACK] Seq=2634 Ack=957 Win=62933 Len=0

33 ©.3e4092 199.0.0.46 199.0.0.154 TLSv1.Z 97 Application Data

34 ©.320037 199.0.0.46 199.0.0.154 TLSv1.Z 97 Application Data

35 ©.320114 199.0.0.154 199.0.0.46 (G 54 3389 > 51549 [ACK] Seq=2634 Ack=1043 Win=62847 Len=0 v
< >
> Frame 22: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) d 8c ec 4b 89 6a 2f f8 bl 56 9c e5 c3 @8 @0 45 @@ - K-j/ - V---
> Ethernet II, Src: Dell 9c:eS:c3 (f8:b1:56:9c:e5:c3), Dst: Dell_89:6a 00 28 04 5 40 00 30 06 00 00 C7 00 00 9a 7 00 - (--@--- -
|> Internet Protocol Version 4, Src: 199.0.0.154, Dst: 199.0.0.46 LT unn s s T e e IR e R e oy ey e P]‘
> Transmission Control Protocol, Src Port: 3389, Dst Port: 51549, Seq: 7 I
< >« >
O 7 scan_results.pcapna || Packets: 14387 - Displayed: 14387 (100.0%) || profie: Default .
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32 0.243100 199.0.0.154 199.0.0.46 TCP 54 3389 > 51549 [ACK] Seq+2634 Ack=957 W
33 0.304092 199.0.0.46 199.0.0.154 TLsvi.2 97 Application Data
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A m7® R Display Filters... il
[I |App\ya display filter ... <Ctrl-/> Display Filter Macros... [=] ,] o
No. Time Source. Display Filter Expression... rotocol  Length Info A

16 ©.417202 199.¢ A o Ctrl+ Shift+| IDNS 81 Standard query 0x@@80 AAAA desktop-22jfbmé6.local, "QM" quest

17 0.417646 199.@ s LMNR 75 Standard query @x3f29 A desktop-22jfbmé

18 ©.417909 199.8 Apply as Filter » LR 75 Standard query @xa69d AAAA desktop-22jfbmé

19 ©.418568 Dell_ Prepare a Filter » IRP 60 Who has 199.0.0.562 Tell 199.0.8.175

20 ©.429431 199.¢ [ LSvl.2  1@4 Application Data

Conversation Filter 4

21 ©.429507 199.@ CcP 54 3389 > 59329 [ACK] Seq=38 Ack=237 Win=62541 Len=0

22 ©.441982 199.¢ Enabled Protocols... Ctrl+Shift+E DP 391 3389 -» 56890 Len=349

23 9.446664 199.¢ Do LSvl.2 104 Application Data

24 0.462240 199.¢ e LSvi.2 104 Application Data

25 ©.462313 199.@ Reload Lua Plugins Ctrl+Shift+L  fcp 54 3389 » 59329 [ACK] Sea=38 Ack=337 Win=64000 Len=0 [==||v
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Hardware M Wireshark - Expert Information - Ethernet - m} X
Protocol
Opcode: r -
Sender MA Severity Summary Group Protoc ™
Sender IP | > Warning Previous segment(s) not captured (common at capture start) Sequence TCP
Target MA | > Warning ACKed segment that wasn't captured (common at capture start) Sequence TP
Target IP | > Waming Connection reset (RST) Sequence TCP
> Warning DNS query retransmission. Original request in frame 17 Protocol LLMNF
> Warning DNS query retransmission. Original request in frame 15 Protocol mDNS
v Note "Time To Live" != 255 for a packet sent to the Local Network Control Block (see RFC 3171) Sequence IPv4
15 Standard query 0x0000 A desktop-22jfbmé.local, "QM" question Sequence IPv4
16 Standard query 0x0000 AAAA desktop-22jfbmé.local, "QM" question Sequence IPv4
116 Standard query 0x0000 A desktop-22jfbmé.local, "QM" question Sequence 1Pv4
17 Standard query 0x0000 AAAA desktop-22jfbmé.local, "QM" question Sequence IPv4
154 Standard query 0x0000 A desktop-22jfbmé.local, "QM" question Sequence 1Pv4
155 Standard query 0x0000 AAAA desktop-22jfbmé.local, "QM" question Sequence 1Pv4
O 7 wireshark 186 Standard query 0x0000 A desktop-22jfbmé.local, "QM" question Sequence IPv4 Profile: Default .
187 Standard query 0x0000 AAAA desktop-22jfbmé.local, "QM" question Sequence IPv4 e ——
357 Standard query 0x0000 A desktop-22jfbmé.local, "QM" question Sequence 1Pv4
358 Standard query 0x0000 AAAA desktop-22jfbmé.local, "QM" question Sequence 1Pv4
473 Standard query 0x0000 AAAA desktop-22jfbmé.local, "QM" question Sequence IPv4 5
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Analyzing the Web Activity of a Devicejig:m ‘,Lc u.i,.n PA2%A] ‘J.Aa’:v
clidsdy uébﬂe )-'\-dULé-’.-JLe

“u_l” al s Jo> claglaagalbily Sle ng_’io.: u:‘-” (Log Files) gt olate Oz codll el =dnie ‘:‘9_33
uLiLu.” J.d:..iu‘j)‘ da.a.u‘}i L@J;‘)ﬂj L@_J‘ d}iajj‘ us.a.i )JAJ&_iLG-LU DM(Q_AJA.U (“"-19 cma.&\ ‘aimb Lbj‘))‘
E E ¢ (Chrome) ag,S oy pdaio 2. c3lgand coysl! LuugJM|ﬁ)wl%duw
3,la) allsl 3151 4a4 (DB Browser for SQLite) co¥ 5.8 ! (o (63 s Al
doladd) ealily 341,89 Jeddl lile 1 Jgunsld 31591 sia plasiwl @i cnbladl uelgd

E'.,.;_. i :gjl:duae\)_iloﬁcc%;aﬁ(Browser DB) = ¢ praaiie J 3 Sy
Mol 5y 12,23 S httIOS5//sqIitebrowser.org/dl/

o3t (QR) g

Getting Started with DB Browser 3 (63 e g Joall ¢
(LogFiles) Jauticilate . Lg=itg ag,S miiaie Jomw clils o o I a2 clile opaty clmdiatie dolis (o yal
u_d‘ cagll gi}n M&@qubﬁuﬂdﬁ»ﬁd}mww.:.,\.u.mdg‘..\éu_\.ckgj_m«_ibl_u .J..cijsu_a
uh&mdimmumwiﬁw‘ﬁium)m@ﬁ\ A.LQLU‘&AL&-\‘AJSLJ Lg,\.ij./.umu_t.”«_i\_allijl_@))

RERYC

1ol | Cale (Lamig (o0 (53 maiaie il

O <l mlan (e (2 63 pauaia) DB Browser jLaisl le 4o 9330 dlaiis dniisl <
O (..ol 50215 ) Open Database. .. le daiisl & ¢(cals) File e daiasl <

"C.\ Users \ [username] \ AppData \ Local \ Google \ Chrome \ User Data \ Default" :Js.fl <
s 2
O .. e:}.'?_"u.u/; el J3ol (auzidl @ul) [username] Jas 2 g pBll Hlus 2

0O v asla e (olat) i8) Allfiles (*) sl <

DB Browser ]

for SQLite ‘l . )
' (6] (z2) Open e daiisl @5 cnlbygimel | Jom s cala HLaxY @ (@il sa=ll) History Lle darosl <

"2 DB Browser for SQLite -
File = Edit View Tools Help

& New Database... Ctrl+N

[=|Save Project @ Attach Database X Close Database
New In-Memory Database - :
Edit Database Cell
¢ OpenDatabase... Ctrl+0
% Open Database Read Only... Ctrl+shift+0  h Mode: |Text 2 = B. B & 0
& Attach Database... |
§ Close Database Ctrl+F4 NULL
] Write Changes Ctrl+s

Z Revert Changes

Import 4

Export »
Type of data currently in cell: NULL

| L) “Open Project... 0 byte(s)
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2 Choose a database file X
<« L « AppData » Local » Google » Chrome > UserData » Default e v | 0 2 Search Default
Organize v New folder v @ @
~
Name Date modified Type Size &
s Quick access
AutofillStrikeDatabase 22/5/2023 5:08 pp File folder
 Creative Cloud Files blob_storage 22/5/2023 5:08 pp File folder
@ OneDrive - Binary Logic SA BudgetDatabase 22/5/2023 5:08 pp File folder
Cache 13/5/2022 10:07 Tp File folder
This PC Code Cache 13/5/2022 10:07 mp File folder
& Network commerce_subscription_db 22/5/2023 5:08 pp File folder
N | coupon_db 22/5/2023 5:08 pp File folder v
File name: v | ISQLite database files (*.db *.sql vI
SQLite database files (*.db ".silite ".silite3 *.db3)
{12 Choose a database file X
<« L 18 « AppData > Local > Google > Chrome > UserData > Default > v | B 2 Search Default
Organize v New folder =y [ @
~
Name Date modified Type Size 2
s Quick access . i X .
heavy_ad_intervention_opt_out.db 13/5/2022 10:07 7 Data Base File 16 KB
« Creative Cloud Files 0 heavy_ad_intervention_opt_out.db-journal  13/5/2022 10:07 mpt DB-JOURNAL File 0KB
o . [ History 22/5/2023 5:33 pp File 283 KB |
@ OneDrive - Binary LogicSA "= - |
[ Lock 13/5/2022 10:07 File 0KB
This PC LOG 22/5/2023 5:08 File 0KB
= Hut
[7] LoG.old 22/5/2023 417 pp OLD File 0KB
ﬁ Network ; .
= [ Login Data 19/5/2023 11:49 File 46 K8 ®
File name: |History v| All fio D
I Open | | Cancel |

Jomedl cale Juamiy o 63 prieata 0 12.24 IS

{12 DB Browser for SQLite - C:\Users\ch.tsalkakis\AppData\Local\Google\Chrome\User Data\Default\History

File Edit View Tools
[ {4 New Database @ base . [ Write Changes ZRevert Changes ’ @Openproject ([save
Database Structure = Browse Data EditPragmas =~ Execute SQL
Table:| | =] duster_keywords 1’ £ 8 % @ e IE' B | 5 By [Filter in any colum
| duster_keywords ilech
[E] duster_visit_duplicates type Score collections
EE‘J — [Fitter Jilter [Fitter |
1 |[E dusters_and_visits 3 43.0500640869141 /collection/sports_teams
3 | | content annotations 3 34.9054565429687 /collection/sports
[ context_annotations
3 | |E downloads 4 200
4 |[E downloads_slices 3 88
5 |[E downloads_url_chains 3 04
= ke d ch_tel
g || sk s 3 77.1466293334961
(=] meta
7 |[E segment_usage 4 100
g |[E segments e 3 79.8472213745117
o | |8 saite_sequence 3 72.978645324707
| [=] typed_url_sync_metadata
10 | urk N 3 74.6957931518555
) r IS
L[11 visit_source 3 77.2715072631836 /collection/countries

Jix o2 ye 12.25 S

Cogd dadle Lle daainl <
zéwai) Browse Data
(1 W]

O i sl e dassl <

w290 alal=i) urls sl @
s A2

s o pad (aZ5d1 5515t

© .urls ;yslic
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The Uniform Resource Locators (URLs) Table ..\:.,EO 3l 980 280 Eil Skme Jod>

Lgld>ig ‘a.x"z‘u.i\ MMT&M\LL:@A \;3.5 (URLs) ..\.;3’1!:)!31!@3.» Slsime Oslie Joda 6352
Muhjmulcfjﬁemw@uiAPﬁ\djm‘ ‘..\_AL_gj_uMJ u”‘)-‘-‘-‘-“”u-‘mudl-""-nd-‘-‘m” ‘);J Jie

‘yis)mu«www‘cmaj‘uhub <Ll ‘a.u;u.ul‘ LAJ‘)U.J‘H.&.”UJJL&JP

bl jams S0 (e ddg ,mSIYI |FJLM\¢M\:J‘=\J.SY|U_¢MQB ﬁ.\z‘_‘.ﬂlh_!}\_wt_‘.uj‘u_u Lg.d\

JLU._” Jou> i:u)ﬂ‘

Olsie JS Jp 330 Jreolis y395 &eushy 3ac] e (yn (URLS) i gl 51901 a8 g il i (yuslic Sy (15
o el (53 Ll Jeboetll Jloma 2 Lgianl Lo 3 a9 3uae Y 008 CadSiudion (b Lagd 40,5 ceed URL

Table:

:(url) .u.,xuy,n@y NS

L__«_n.\u_d‘ ""—'.\9“ Hbl a.!..\;l‘ Lu\}_” uAJLLC(urI) ..\}51‘ _3)‘3_1‘ H}A .!._\_zA dgac u)m
dﬁ_@j}\cuu_d\wj\uwmmwmﬂwdw‘onmww‘L@)b)
c_u)_u:g‘ﬁcu_uﬁgb\.gm aalazd| ML@J‘ u\.n}l.q.l‘ J‘J).u_u‘} Lg:dl

:(title) ol gatt

‘AJAJ‘Q L@)Luwu_dh_,_.djh_.\_ama;w\jl u_gd\./.cula(tlﬂe)gb.uﬂAj_gc‘_Q}W
Leutl Usmmsl! 5 201 3051 L;}MWL,JcM\ seluds Lol Bl cilaglall o2a
e-\-‘*—u«l‘ olaleial s dage olaslan (usliall Julod 355 0 0Sad LaS < Lgie 53015
el uamill 38 5 oy U1 ¥ Ll g antll cilsley

:(visit_ count)a,u,.n.st.m

URL yylgie ‘A.,\.‘:u_ui‘ Lé_.s)b il el sue (Visit_ count) 5yl alue Aj_n.ad.‘:u.u.v
u’\.ﬁ.ﬂt_u._ggjl fx.&.‘&u.ul‘ elm\ Goung B yig Jadm=l ummu Slaall 12 mavwg (dma
ciliglgl gy ,Sia S Lg! dj_mjji S PPIPS N ERER -y e [N N T IR IR
‘a.&.‘JLu.ul‘ Soley alalsdl ol boleadl duasdy « guasl! (VI

:(last_visit tlme)a,b,)s.|_m,

URLu|j_...JUL)g_'.x_>lC_.)L3| ‘_d,_nﬁ_.}(last visit t|me)0)b))#‘uﬁjé}nﬂfﬂy
Wﬂ‘M‘t—'—“ﬁ“—“—‘UJﬁ‘-’-’9L“‘&“M‘HL‘3M"MUS~“45 l—eﬁaﬁm
ol alel ol gl elanls caogll gdga el b dasy Leas « ﬁ.\:_uu Ay

(=] urls

Iter in any column

VIR % s B B B A@%FI

id

3 ry
url title visit_count last_visit_time

[Filter |Filter

[Filter [Filter [Filter

Gh W N =

1 https://www.google.com/search?... ksa ministry of education - ... 2 13331026045492522
2 https://moe.gov.sa/en Ministry of Education 1 13331026047091166
3 https://moe.gov.sa/en/Pages/... Ministry of Education 1 13331026047091166
4 https://nca.gov.sa/en National Cybersecurity ... 2 13331026071307456
5 https://sdaia.gov.sa/en/default.aspx  Saudi Authority for Data and... 1 13331026134530124




Reading a Timestamp C& g3 @i 351 ,3

3

Labailg bl delgd® ASla I ﬁ%‘s;f\m@;&a@@b dadga(Timestamp) cd gl qis
15! s 03 W e edll alinl oy 3 @i Lo Ltle g Lgliouasy bl ;L;z_'.\;;l RO P PR TP W P |
-(EPOCh) ot t uuly b 53 380 Aga e Ala It 2505 SUUI 4

o §3 piuaie 2 (Execute SQL) SOL aaid coygis Aadle 2 I amill g alipull aloiwal el iSal
tlgusn pe w3 Sl Aeally (Timestamp) cd gh @is ol Gayb (e Ja¥ 50,5 o 521 (DB Browser)

SELECT datetime (timestamp/1000000 +

(strftime('%s', '1601-01-01')), 'unixepoch', 'localtime')

«(Timestamp) CB 4l @i 321 5al

@ .(SQL i) Execute SAL cugs Lede Lle daisl <
O oLl Jaodl 2 dinye 2 2 5 ol gl @i e uall graliull g3l <
O il gl Juiaal (Jaaas) Run 35 e dais! <

{2 DB Browser for SQLite - C:\Users\ch.tsalkakis\AppData\Lccal\Google\Chrome\User Data\Default\History

File Edit View Tools Help

[[BNewDatabase  (g}OpenDatabase _ | | [Write Cha ZRevert Changes (73 Open Project
Database Structure ata  EditPragmas = Execute SQL
) = 1=

s BRA» MO R Bl s=

WisaL1 B8

1 SELECT datetime (13328701691011671/1000000 +

2 (strftime('$s', '1601-01-01')), 'unixepoch', 'localtime')

< >

datetime(13328701691011671/1000000 +
(strftime('%s', '1601-01-01")), ‘unixepoch’, 'loce

1 2023-05-16 12:08:11

Execution finished without errors.
Result: 1 rows returned in Sms
At line 1:
SELECT datetime (13328701691011671/1000000 +
(strftime('$s', '1601-01-01")), 'unixepoch', 'localtime')

= O X
(|5 Save Project (& Attach Database »
| Edit Database Cell 8 x
vode: [Tt V][] || E B @ »
NULL
Type of data currently in cell: NULL
Apply
0 byte(s)
: Remote & X
Identity |Select an identity to connect v | 2|

DBHub.io  Local  Current Database

|
R B

Name

SQL Log Plot DB Schema Remote

(Timestamp) caghl @i 5:1,3:2.26 Y



The Keyword_search_terms Table du.d y31 SLelSY (ie Cond) Oinllaas J o>
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oSl A Il LS gl sl cilnlline oo ege cilaglan e ggioms 4l ¢ il paall (a3 ALl
Gl 8 yall sl e Ml Jj_s_a..ﬂ faa2 (Term) et sgac dagily LeS il u_\g&a.‘a_d\ ala sl oLl
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Ladiiedl 335t allall of A I elell e m.a.m.\.‘«_'l.n}\...tl ol Jis Juloi ey 0¥ jue @gSsluy
ST el Matiaa! s dwdy clelS 5 yma (e 0l o I A_oL';LUa.‘AACQ‘i_uu‘ OSS ceslaglat Lw)_gg_hw_\.ﬂ.u.a
Lgie g 15318 Il claglall g3y cnantimiadd | Llgd Jo aid 5T 5355 Laa ooy
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:(Encrypting the Message) aflu 31 y,aas

def caesar_encrypt(message, key):
# Create a list of alphabet characters
alphabet_lower = "abcdefghijklmnopgrstuvwxyz"
alphabet_upper = "ABCDEFGHIJKLMNOPQRSTUVWXYZ"
# Create an empty string to store the encrypted message
encrypted_message = ""
# Iterate through each character in the message
for char in message:
# Check if character is a lowercase letter
if char in alphabet_lower:
# Find index of the character in alphabet list
char_index = alphabet_lower.find(char)
# Move the character to the right by the key
new_char_index = (char_index + key) % 26
# Add the replaced character to the encrypted message
encrypted_message += alphabet_lower[new_char_index]
# Check if character is an uppercase letter
elif char in alphabet_upper:
char_index = alphabet_upper.find(char)
new_char_index = (char_index + key) % 26
encrypted_message += alphabet_upper[new_char_index]
else:
# Add the character to the encrypted message as it is
encrypted_message += char
# Return the encrypted message

return encrypted_message

:(Decrypting the Message) alu J1 yaas sld

def caesar_decrypt(encrypted_message, key):
# Create a list of lowercase alphabet characters
alphabet_lower = "abcdefghijklmnopgrstuvwxyz"
# Create a list of uppercase alphabet characters
alphabet_upper = "ABCDEFGHIJKLMNOPQRSTUVWXYZ"
# Create an empty string to store the decrypted message

decrypted_message =



# Iterate through each character in the encrypted message
for char in encrypted_message:
# Check if character is a lowercase letter
if char in alphabet_lower:
# Find the index of the character in the lowercase alphabet list
char_index = alphabet_lower.find(char)
# Move the character to the left by the key
new_char_index = (char_index - key) % 26
# Add the replaced character to the decrypted message
decrypted_message += alphabet_lower[new_char_index]
# Check if character is an uppercase letter
elif char in alphabet_upper:
# Find the index of the character in the uppercase alphabet list
char_index = alphabet_upper.find(char)
# Move the character to the left by the key
new_char_index = (char_index - key) % 26
# Add the replaced character to the decrypted message
decrypted_message += alphabet_upper[new_char_index]
else:
# If the character is not a letter, add it to the decrypted message as it is
decrypted_message += char
# Return the decrypted message

return decrypted_message

:(Testing the Cipher) ,adaxy jlas

# Testing the Caesar cipher
message = "There are twenty three items in the inventory."
key =5

encrypted_message = caesar_encrypt(message, key)
decrypted_message = caesar_decrypt(encrypted_message, key)

print(encrypted_message)
print(decrypted_message)

Ymjwj fwj ybjsyd ymwijj nyjrx ns ymj nsajsytwd.
There are twenty three items in the inventory.
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len(keyword)

# Convert each character in the keyword to its ASCIl value

keyword_as_int = [ord(i) for i in keyword]
ﬁtonvert each character in the plaintext to its ASCII value

# Calculate the length of the keyword

def vigenere_encrypt(plaintext, keyword):
keyword_length

I a)jljg

e

y of Education

2025 - 1447



plaintext_int = [ord(i) for i in plaintext]

ciphertext ="

# Loop over each character in the plaintext

foriin range(len(plaintext_int)):
# Calculate the new character by adding the ASCII value of the plaintext
# character and the corresponding keyword character (modulo 26)
value = (plaintext_int[i] + keyword_as_int[i % keyword_length]) % 26
# Convert the new character back to a string and append it to the ciphertext
# Adding 65 converts the value to its ASCIl representation as an uppercase letter
ciphertext += chr(value + 65)

return ciphertext

:(Decrypting the Message) alu 1 yaas sld

def vigenere_decrypt(ciphertext, keyword):

# Calculate the length of the keyword

keyword_length = len(keyword)

# Convert each character in the keyword to its ASCII value

keyword_as_int = [ord(i) for i in keyword]

# Convert each character in the ciphertext to its ASCIl value

ciphertext_int = [ord(i) for i in ciphertext]

plaintext ="

# Loop over each character in the ciphertext

foriin range(len(ciphertext_int)):
# Calculate the original character by subtracting the ASCII value of the
# corresponding keyword character from the ciphertext character (modulo 26)
value = (ciphertext_int[i] - keyword_as_int[i % keyword_length]) % 26
# Convert the original character back to a string and append it to the plaintext
# Adding 65 converts the decrypted value back to its ASCII representation as an uppercase letter
plaintext += chr(value + 65)

return plaintext

:(Testing the Cipher) &t jLas

encrypted_message = vigenere_encrypt("THERE ARE TWENTY THREE ITEMS IN THE INVENTORY", "LEMON")
print(encrypted_message)

decrypted_message = vigenere_decrypt(encrypted_message, "LEMON")

print(decrypted_message)

ELQFREEDSGEAQBGIJXFVEPIFWGPQEHVYXFVREMZIJRYXAFL
THERETARETTWENTYTTHREETITEMSTINTTHETINVENTORY
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:(Preparing the Algorithm) e g31 alue!

import random
import hashlib

# Modular exponentiation: (base”exponent) % modulus
def mod_exp(base, exponent, modulus):
return pow(base, exponent, modulus)

# Generate a large prime number
def generate_large_prime(bits=2048):
return random.getrandbits(bits) | 1 # Command to create a prime number

:(Implementing the Key Exchange) pmalat! Jsla adee (il

def dh_key_exchange():
# Agree on large prime numbers p and g
p = generate_large_prime()
g = generate_large_prime()

# Each party selects a private key
ali_private_key = generate_large_prime()
ahmed_private_key = generate_large_prime()

# Each party computes their public key

ali_public_key = mod_exp(g, ali_private_key, p)

ahmed_public_key = mod_exp(g, ahmed_private_key, p)

# Each party exchanges their public key and computes the shared secret
ali_shared_secret = mod_exp(ahmed_public_key, ali_private_key, p)

ahmed_shared_secret = mod_exp(ali_public_key, ahmed_private_key, p)

# Verify that the shared secrets match
assert ali_shared_secret == ahmed_shared_secret

# Optionally, hash the shared secret to derive a symmetric key
shared_secret_hash = hashlib.sha256(str(ali_shared_secret).encode())for bothhexdigest()

return shared_secret_hash

:(Generating the Secret Shared Key) « ;o ! (5 juul | ZLial | o 63
# Produce the shared secret key

shared_secret = dh_key_exchange()
print("Shared secret:", shared_secret)

Shared secret: 74b40ad75c4d76edcef424bcble27bel04c60c22072e0aad65b5a29b60d1ddab
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